Cisco Wireless LAN Controllers
~Adbonamous Wireless Access Pint CWAP: Sdandalone aceess Foid‘ Tt Joes not nee) o controller 4o Funchen, ij have Hhetr own Coﬂ%vmkon nterfaces
—Lbh-k;eng' WAP: Designed o be contrelle L, a controlleg essewku"y o robat thet needs commonde poSSBo\ o i+ 4o funchon
—A configuration Set on Y controller mr}vfo‘)ﬂa'}es e onigurahion o fhe lightweight WAPs i contruks
—CAPWAP Tumel: The communication Fume] betvieen the WAP and Hhe controller Yhet it sends i¥s data fo
~WAR hote o sr“lr MAC design vhere the controller handles the MAC oddresses of Hhe Jevices on the nehwork insteal of dhe AP ifself
—This is lLecouse with o centrulizel location, The MAC oddresses of devices con be &’mmmousl\, logged ond avtlerized on mv“i\ok WAR ot ance; as o uRl fvams acfos
the ne+v€ov‘k mi Cor\nec'\'s ‘\0 c\i‘:&l‘en“' \IU\& oler one S&Sbn, 'H\cir conwcc{'ion win nOJr \;e o\(bﬂ)e) cw) N\’S’"&U{SLGA
—Tolerfuces? Can be Oorrpbumi as mmgen\ew"/SeNice povJ(s or diskbution (LAG) Puf"\'s
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Wireless Netwarking Deep Dive:

Wiceless LAN Design Ophions:

~Ad Hoc: Wiceless device Yo wircless device withoot any infrastevchure or APs Pnesen'l'

~Infstructure Wireless LAN: An AP vtning Fo @ switch o froviJe intemet fo the rest of the world
~Mesh Wicelogs LAN: Uses o mesh of WAR 4o fegenerute signl ond colersge arwund an orea

i

-A device generules rosn‘lm and nejocl-iVe char:,es on 2 pieces of wire :
-Diro\e Anlenna: A 'lype of onlenna uSeJ ‘l'o eria’I-es EM woves
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- Astenno Theory: How con an clcc‘formgne"ia Wave be Jronserred ovkiJe an onfenna l ‘ “’[
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Mol Eqgotins: Governs [t ond cudio veses on Hhe. elochrumagneb. spectrum (how ebckri fells coe. magnekic fiells ond vie: versa)
-VxD=p Dipole Antema
-VxB=0 & Bnna?
~-VxE="3¢ cycle/pefio Frewomy:ZHz
7= T+ | MMLL I ol £ are died
~Wireless Communicathion Tlneor\/ Terms: ;é;[ | : ﬂror"‘fanak Cinverse)
-quzencyiThe 3 of conplele cycles er second (measred in Horkz) 1 A\ S5)
~C\,c|ei One COMPH\'. sind wave N
- Hert2: The measurement of cyc|es e second (Hhe measurement of Jhe Muency) Accordian

~Redio Frcz@cw/ an,e: OFficial Rurge within 3 Kioherhe ond 300 Girhrlz
-Witeless commonicodion is found behwesn 2 ronges:
-2% GH. Band: 2.4-2.4935 GHa
-5 GHz Bond: 5.15-5.95 GHa
Wireless Bands are SuLJ.'v.‘JcJ it channels
“WiFi Chomels:
-24 Chonnels:
~Usable chamels in Jhis ronge inclode |6
-5 Mz behween chomels Chhere is 12 M= bebween chonnel 13 and 1) ] } Y S R WY S BN

~Chowel [t 55 orly ol in Topan with 9021 R R
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—No+ clhme‘ m%ic+¢) Scaldble
—\Jir!cr cl\mne] Tongs H\A‘ woﬁJ’ ova’laf) G o L/-\
RF Siged Shuh
~Measure) in decibe] millwots (Jm)
“Transmit¥ers Nonge betveen |00 milliwatts Cri)

~Milliwat (.mw):'l—lﬁo of o walt
- o JBm re\u‘hm\s’\iri

~| W =0dBm Teansmit Yower CTX) =Positive dBm
=10 m\=10dBn Receie Power (RX)= N@aﬁvﬁ dBm
=100 w=20Bm
-1 W=1000 m=30 JBm
~Logrtbhmic S(nhnj, +0 dBm=x|0 W\

=10 JBm=+10 M/
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-Siam] 1o Noise Rtz The difference in the 'oaokgmmJ ndio noice yo hoe in o envicormert and the signal Slﬁv\nfl‘h
~SNR = Received Snynl-Nokc. Floor
~A good SNR is 225 for VRIP or Sheaming ond 220 fr reqar Hruffic
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Access Fist Qperution: Y E
-AF shts ot as follows: Q00000
Boot Shate: LAP bosks fom local T0S imge & recieves auur‘eSing
-WLC Discovnfy Shfe: LAP a&ivJy searches o o controller with CAPWAP Jiscovary re@erl- messoges
-WLC Discwary Process:
-CAPWAP Jiscovay request messoges are sert out as brondeost Mesiages on Ye local svbnet over UDP P°'+ 5216
~DHcP O‘rl-ion 63 information vsed, if configored on DHCP server
-LAP nH'emrk $o esohe o DNS mtues“' o CTSCO-CAPWAP-CONTROLLER. locoldomoin
T o controller ic found, the LAP will reboot and ) “\ﬁ:@h the J?scovar\/ process again o PP o] T
-At He end of Jiscovery, e LAP will bove a list of ovalable WLCs on fhe nehork _’ i R [ B2
CAPWAP Tomel Shde: CAPWAP funele e esbblied behween LAP and WLC J
~WLC Join Stote: CAPWAP mesKoge tkcha@e outhertieotes and assaciates LAP omJ \LC —— “—— < I"‘J‘sf’;""“"

“WLC Seleckion Process:
=Join a Fm\liws Known wr‘m"er‘
~TJin o moster cortrollr
~TJoin the. least-looded cortreller
~Tnoge Download Shabe: LAP compores local software inage o the WLCs baseline image and ufxlo‘ks it necessary
~Contig Downlood Stote: LAP re"s e WLC for configuration information
~Run Stade: LAP is -Fu“y opem*iml and is rrwiJ?n_g rebwork access vin BSSTD
~Reset Shle: LAP tears )own CAPWAP +unne|s, efases client osSDciarh‘ons, and resl'nr‘lt frbcess

Wi-Fi Stondends:
'\n'i-ri ijudaﬁls oNer ‘H\e \{en(s are incluke) n e '\‘uue Le|ow
’BnanfJ‘H\: ﬁ _£



Wi-Fi (Phy) Stundards Table:

] I el e
Q0211 | 1997 | 24GHa | 1-2 Mbgs JOSS or FHSY
802.11a | 1999 5 GHa | 5%y | OFPM
802.1b | AT | 24GHa | 11 Mk | DsSS
R02.1ly] 2003 | 24GH, | 5% Mips | OFDM
S02.ln | 2000 | 5o [600Mgs | OFOM
Q02.Mlac| 2013 | 5 GH, | 6.93Gbes| OFDM
802.llox| 2021 | 2% % 19686t | OFDMA

Nofe: WiFi GE odds the 6 GHz bond

Teansmission MeHods:
Difed‘-SevCluce S‘omwl Sflsc'l'mm!
A single bit s be sent sing o 2MHe frequency ronge
~Using Borker | Coling, | bit s trusmittel olong with 10 sdra bt (colled ‘\c,kirs"l which provide loro*m\ion from inlerference
-A Symkol is the sequence of Il biks bdrs sent to encode a single bit

~Used in he oMer 80211k wireless standard

Qr%o%onml ﬁ—e%uwcy Division /V\v‘-‘-i(:lexinj'.

~lreqgency Division /V\vH'f')lexfngi A 20 Mz bond vsed do send 10 diffecent bits of dodo of o time on 2 MH= subchannels

FHSS o veed offer orijinul shndard

with 7 non~—over|aff'u§ 160 MH. chamnels

.= Sinj\e, Bl'l' of nlq"'o he,ing sent

“With all Hhese subchonnels JirecH\’ odjocont, Hhere is bond o be interfererce wrless there i OI"HI%OHQ‘]‘)'\’
”QPH\O_BOY\“\: At rBH mg‘es t (Pl\ﬂse"shi'F‘TJ 90%)
‘DcFini‘\‘ion:A uln'\'o +mnsmission “'eohnicwe ‘H\mL sean Aiﬂ‘emﬂl‘ S‘Jﬂols using J#Fu\:nlr Subcl'\unnels UI%Q11+ %"ec@encies), whex‘c oAjucar“ subchrmr\els ae +r‘o«f\SMi'H'&=‘ 100 +o one unﬂ{‘lner‘

“When one wave is ot Pcuk pavier; the other is of O ond vice versa so no ierference will ocour

Quuém‘l‘um Amr\nlee /V\QA\DM‘ ion:
'A form of L)ein_g oble fo send more bik US|'n3 [} Single 2 MH2 Subolmnnel
~16-QAM: Tdeakities 16 difeorent +w3e+s in o conctolludion, each of which nem&err}s 4 bite

Exompls Table of Conshollstion Torsets
Amglitule | Phoce Do
25% 225 Jegrees | 1100
758 135 degrees | ool
25% 35 degrees | 0100
758 247 degrees | 1110
252 225 Jejrees 1100
75 N7 o\ejrees 0llo
252 225 degrees | 1100
75 225 degrees | |l

| 20 MHz I 20 Mhe I 20 M l 20 Mtz l 20 Mtz l

I $0 Mz I

Chumzl BonJin_,: Fuﬂ’irg chomels +oje'|'\‘er‘ *‘1; PMiJe even mofe ‘“)m\gkpvl'
B:amFof‘mil\g: (king conshruchive ond destruchive infecference o offect mrli‘ere ond noice
~Whves are werlmfl each ofhes increasing of deereosing m1o|i‘ere

- Changes the ‘shuses of woies 4o focws on o specitic. clest by umlriry conshructive ond deconsruchive

iterference

“Trbrodesd in TEEE 302.1ln
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~Utilizes -ng wake fime (vndiom\i%, b conserve power ond minimize collisions, reduces Surther collsions coused L): ofrier ense muHif:le access vith collision aveidance (CSMA/CA)
~Cafrier Sense Moltigle Access vitth Callion Avodotee.:

~Wireless network nead collision avsidonce over: callision Jetection because mast of heir signal shroggth is vsed fo send Fhe daku



To ovoid collicions, He clieat will T“’l’e % sense if there afe any other trongmissions hnﬂwenirﬂ fo thet occess Puin']'

<I£ 00 Fronsmissions ore sensed, Hhe client wil Send Hhe dets to the AP and wait for n acknowlelgenent; IF one is ot recieved it will cHemgt 4o frensmit Hhe dafo oguin

Tf o transmission is nsel, Hhe clent wil woit o rondom omourt of Fine before probing agin
~an3e’r Wake Time: When an occess p«in‘r connects ot b clienls, ‘Hc‘f gite each cliet o timeslat, ScMeJulfng communicotion with each device connectsd o it

~Uea) by o 802.)lax AP Yo Schedle when o client con send ond reciete, resolting in less |a+eno)« ond power Saing (dekerminishic dransmission)

~Client devices my} be c«rpﬁuré o 9P info low power mode vhen not oommvniuﬂ'l‘nj with He AP
~Busic Service Set Coloring: Allows signals for one SSID on o secitic chonnel o be dichnguished $rom Signals for o diFfereat SSID using Hhe some. chomel by “caloring” fhe
troffic

. Wireless Controller
Fre-Shared Key Authenticston: W
-A way 1t st AP autherticotion for smal Jerlvyw enviconmerts = Q00000

Fre-Shared Key Thearyi P
~Al WPA etsioss support FuSOnnl wode (PSK) ond enferprice. mode. (802.1x)
-Ia fe(:onul mode a PSK sh\hy mosh he am"‘fgumJ on cavﬂTo"er; AR, and clients
—I_emrof‘ul Key Tategeily Frotocol: Used by orfyinal WPA shondard; Combines Key string aod SSID o 3oncm{e Unique e,nawkon Keys
AJW&\ Enﬁfﬂ:h'on S‘I‘nnJal‘J UseJ Ly WPA?. unJ WPA3 as o nofe quunaJ eﬂd\/rrhov\ uljoﬂ"”!m ‘H\m TKIB Pf‘o‘l‘ec"’bb o&uiﬂs’*’ fJuSSwoﬂJ u‘l‘l‘ucks
Fre~Shored Kv/ Benefiks:
-Less Comrlex Hhan 802.1x a\ef)lo!mcﬂ‘}s

‘Leavcy client Svﬂsol‘l'
Fre-Shared Kv/ Limiations:

~Less secure
—Mare odminishtive bunden Wirdless Controller S
- Requices complex key creation E/ ot El EI
Exboble Adbetetin el Aderidir lmd BR RS e L el SR AL LU
-802.1x Avthentication « - Uno\v‘Hnor‘izeJ o
“TEEE stondard which defines po&-kﬁd network cm*‘rvl/secvri-‘y ﬁj‘ " l:u b/l
~Ukes EAP over LAN (EAP.L) to confrol occess %o the local orea network wa = 1
-3 parke o o 202.1x nebwork: T:‘f:‘ E"'K“;,“fkfi‘“’ R;:ﬁ;":“"ka“:m
"Suﬂ)]l‘m{f*‘: The eanzohd' re\vesknj aceess :i““l :Al’-ih;nse PAS A:::s';m:r“ .
- Adtherticator: Network device con+ru”ir5 p‘\ysicoJ actess 4o fhe nebwork F i 1 -?::sw;":l
- Athentication Server: Recforms the ochl ovthentication of fhe U\Jfloin‘l' - NP St RABELS Aot
EAP Twes: A\t\'hnr'l'zd
~Nskive EAP Twes "I“wo\\/ hoodkhalte is m\\y beween Svp\inﬂ’r o outberticahr
-EAP-TLS:
~One of the mest secure EAP Hypes
~Uses X509 certificstes for mutvol authenbicadion
*Hé)l\’ r‘ejur‘Jal in BYOD v\erloymel\‘h
-EAP-MD5:
~Hides credentials in o hosh
~Catmon in P phores
-EAP-MSCHAPy2: Wireless Controller e £
~Coedentials encf\’ﬁ-u\ within on MSCHARZ session 00000000 _ EI
—Simple Yronsmission of credenkials c £ Tands  EA? Adhorion A !
"Abih'a‘y Yo communioste with Active Die ec‘\'ofy Se'(“‘l':; T
-EAP-GIC:

—Cisco Alernate to MSCHAPY2
~Enobles mare generic avthentication
-Tvnnelecl EAP T\ﬂ:est
~Proteckd EAP (PEAP):
—Orisina“y \omposeJ L\’ Microsoft
~Uses X509 certificates
~Uses an additional nakive EAP \\”:c for inner method
‘EAF-Heine Authentication via Secure T\mnehn_g CEAP-FAST):
~Crodad by Cico o o PEAP Aternstive
~Foster re-authentiadion



\Wireless QoS: (902.1e)
-Wifi Moltimedia (W) Y Access Categories 302.1D

-IEEE 802.IP mnrkhgﬂ mop To WM nocess cotegories 687
~Access cotegory detenmines nkerfrome Space (TFS) and Rondom Backet Timer t¢5
-To trat doftic with o kijl.er rriori-l'y Ju'#uenﬂxl there will ke o more onessive TF¢ 083

so roffic s sedt chser l‘o‘geﬂef ond He rondom bockeft Himer will be shoder AC _BK (Backgrand) | % 2

Wiceless Se.wri-l-y g ViFi~Ho\ckin33

spreoding oround w cormer

Parygd-ion: How the wove truel owoy fam o source

Diftracton: Hou the wove gele wider o it froels oy {rom o Source
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