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etworksecurity ofes

etworkSecurityFundamentals
TypesofFirewalls
OneoftheearliestmethodsoffirewallsispacketfilteringActs
Notefficientfortheamountandtypesofnetworktraffictodaytoogranularnotscalable

InternalInside oneInternalInsidetrustednetworkeddevicesdevicesthecompanyownsmanages
ExternaloutsideoneExternaloutsidepublicnetworkeddevicesdevicesthecompanydoesnotownmanageinternet
trafficcanbemanagedbasedonthesezonesandrulesbyfirewalls extrafficbydefaultitoriginatedfromexternalzonecomingtotheinternalzonewillbedenied
StatefulFirewallAtypeoffirewallthatwillrememberthestateofthesessionFilterson13and14information

Whenapacketfromtheinsidezonethroughthefirewalltotheinternetthefirewallwillrecordandrememberaspectsofthesentpacketrequest
It areplypacketcomesinanditdoesn'tperfectlymatchtherequestedinformationthepacketwillbedropped
If areplypacketcomesinandmatchesitwillbedynamicallyletbackinbythefirewallsstatefultable
Needtobeabletocontroltheinitialflowsoftraffictrafficsourcedfromtheinsidezone
Lotsoffalsepositivesanddroppedpacketscomparedtostateless

NextGenerationApplicationAwareFirewallCandoeverythingastatefulfirewallcanbutcanalsofilterbasedonhigherlayersliketheapplicationlayer
PacketfilteringbasedonpolicycouldallowGooglebutnotGoogleDrive
CanallowapplicationXbutnotYeveniftheysharethesameIporport

IntrusionDetectionSystemsandIntrusionPreventionSystems
BothIDSandIPSmustbetrainedusingaveragenetworkflowsormustgothroughaperiodoflearning
Thenetworktrafficmustbepulledfromduringnormaloperationalhourstoformanetworkbaseline

Throughthisthesystemcanrecognizeirregularnetworkandtakeactionagainstit
IDsAwaytodetectandalertwhenanattackisoccurringonthenetwork
Has2popularimplementations
ViaFirewallCifsupportedTrainthefirewalltopayattentiontonetworktrafficandsetoffalertswhenappropriate
ViaPortMirrorCopyallnetworkedtrafficoffaswitchCorofffullnetworktoanIDsstaticIp
Cananalyzealltrafficbeingroutedthroughtheconnecteddeviceandsetsoffalertswhenappropriate

IPSAwaytodetectwhenanattackisoccurringonthenetworkandpreventit
commonlyimplementedonfirewallsbeforetrafficreachestheinsidezone
Mustbeinlinewiththetrafficitisanalyzing

TypesofTrafficIndentification
TruePositive

TrueNegative
FalsePositive

FalseNegative

VirtualPrivateNetworksVPNsVPNstalkedaboutabovewithConaretrencepage18
RemoteAccessVPNterminatesatafirewall
Splittunneling

SitetositeVPNusesVpntunnelsusingIPsec
DataLossPreventionMethodologyforhowtopreventcompanycorporateinformationfromleavingthecompanyunintentionally
Identifywhatdatatosecurethroughendusertrainingendusersshouldknowandunderstandthetypeofdatatheyneedtosecure
FirewallsshouldbeabletodecryptTissstsessionsmomentarilytolookatthe1314and17datatoseewhatisgoingoutandwhetheritshouldbestopped

Policiesandexclusionsshouldbeputinplaceregardingwhattypesoftraffictodoornotdodecryptionon donotdecryptPIIpasswords
Enablingthisdecryptionenablesapplicationlayerinspectionwhereitcanseetheunencrypteddataandreadthepayloadsofthepackettoseeif itshouldbedropped

UnifiedThreatManagementAcentralsecurityappliancethatcanperformmultiplesecurityfuntionsasasingledevice
separatedevicesworktooitdependsonthebandwidthofthenetworkaUTMshouldn'tthrottleit
Moretomanagebutseparationofdutiesispresenthighercostwithmultipledevices

FeaturesofUTMs
Antimalwarevirusprotection
Antispam
contentfilteringCURLfiltering
DLP
statefulfiltering

IDSIPS
VPsupport



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

EndpointSecurityThingsElementstoimprovethesecurityofendnodedevicesinanetwork
EndpointsincludeuserworkstationsPCsandservers
EndpointsshouldhavelimitedaccesscontrolrightsantimalwaresoftwareandhostbasedIDSIPS
SoftwareFirewallPersonalfirewallsdenyorpermitcertaintypesofactivitiestothefilesystem
Itmalicioussoftwareisidentifiedonacomputerthesystemmustbequarantined
Thecomputerislogicallyremovedfromthenetworksoitcan'tharmtheothersystems

Malicioussoftwareisidentifiedbysignaturesanomaliesinnetworktraffictoorfromtheendpointorcontainerbasedprotectionandanalysis
Containerbasedsoftwareissoftwarethatrunsindependentlytoeveryothersoftwareapplicationonanendpoint

Mobiledeviceendpointshavesecurityfeaturestooincludingremotewipesfulldiskencryptionandmobiledevicemanagement
IdentityAccess8ConfigurationManagement

AuthenticationAuthorizationAccountingreferencepage16
AuthenticationPortalUserIDonPaloAlto

zeroTrustDonottrustusersconnectingtomanageservicesauthenticateeachtimenocentraladminaccount
IdentitymanagementwithAD
GroupshelptomanageaccessRolebasedaccesscontrol
Leastprivledgedonothaveprivledgecreep
ConfigurationManagementIncludesconfigurationbaselinestohelpmanagescopecreepofconfigurednetworkdevicesColdconfigsnotbeingremoved
Canhavevariousbaselinesfordifferenttypesofdevicesstoredinacentraldatabase
Changestothesebaselinesmustgothroughthechangecontrolprocess

CyberattackLifecycle
stepsofthecyberattacklifecycleinclude

ReconnaissanceTwotypesactiveandpassive
weaponizationThewayinwhichanattackerwillpreparetoattackatarget socialengineering
ExploitationTriggeringtheattack
InstallationMaliciouscodeisinstalledonthetargetsystem
Command8ControlThestagewhentheattackerhasfullaccesstothetargetsystem
Statefulfilteringallowsthistotakeplacebecausetheoriginoftheconnectionisfromthelocalnetworkgoingout
Encryptionproxiesporthoppingandtunnelingcanallbeusedbytheattackertoevadedetection
Anextgenerationfirewallcanhelppreventthesemorethanastatefulfirewallviaapplicationlayerinspectionanddecryption

ActionsontheObjectiveTheattackergainsaccesstothesystemandcancarryouttheirplans

AdvancePersistentThreatscyberattacksthatremainonsystemsforextendeddurationswithoutbeingdiscovered
AdvancedReferstoskillstoolsandresourcesrequiredtopullsomethinglikethisoff
PersistentTimeattackstoinfiltrateasystemwilllikelybeslowtoevadeanyintrusiondetectionandtoremaininthesystemaslongaspossible
ThreatDeliberateandfocusedthegoatoftheattackeronthetargetsystem

CloudTechnologies

Applications

Iaas Paas Saas
Data Data

Apps

Os as

Data Data

Virtualization
i

AWS
Compute Google

Storage Mls
Networking

µ
VirtualMachines

TypeIhypervisorAlsoknownasabaremetalhypervisorthisUMrunsondirectaccesstothehardwareresources
Type2hypervisorVMapplicationsinstalledonthehostoperatingsystem VMwarePlayerVirtualBox

ContainersApplicationfocusedIMwithjustenoughresourcestoruntherequiredapplicationexDocker
MoreefficientifyouneedtorunappsonlylikeinPaasorSaas KnownasContainerasaserviceCaas



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

VPN's

SitetositeV
IPsecDataintegrityandPrivacy
IKEVIandIKEv2

AuthenticationmethodsforIpsecincludepresharedkeysandordigitalcertificates
Atunnelismadebetween2sitestologicallyroutetrafficbetweenthetwosites

EthernetFrames

OSIModeldataencapsulation tatter Packet tither

Deencapsulation
Data

Fes preambleStpbestsourcetype

µ

ProtocolDataUnitsPDUs
Data Packet

Encapsulation
Portsexistat14for15

NewencryptedpacketwithIPsec

g

Data
go

is.no as.az

gorLLi xxAnn I I in maton
originalIp I a
hgqdearndwidtehst.IR

Isprotocol

IPsec
IPseccombinesthefollowingsecurityprotocols

InternetKeyExchangeIKEprovidesaframeworkforpolicynegotiationandkeymanagementtoIPsec
AuthenticationHeaderAHprovidesencapsulationforauthenticationofusertrafficmostlyobsolete
EncapsulatingSecurityPayloadESPprovidesencapsulationforencryptionandauthenticationofusertraffice alwaysusedoverorwithAH

IPsecprovidessecurityservicesattheIPlayerbyenablingasystemthat
Choosesrequiredsecurityprotocols

Determinesthealgorithmstousefortheservices authenticated

Putsinplaceanycryptographickeysthatarerequiredtoprovidetherequestedservices
IPseccanprotectoneormorepathsbetweenpairsofhostsorsecuritygateways
IPsecoperatesin1of2modestunnelmodeortransportmode

headerwith
srcanddestIps

I
i

EncapsulatesthepayloadandIlheaderandaddsanewIPheader IfprotocolThensendsthepackettotheothersideoftheVANtunnel VPNsrcandRoutingacrosstheintermediary internetisdonebasedonthenewIPheader destIes

DuetothisadditionalpacketoverheaditisrecommendedthatthemaximumMtvofaframegoingoveraVPNtunnelintunnelmodeis1.400bytestoavoidpacketfragmentation

authenticated

OnlyencapsulatesthepayloadoftheIPpacketandleavestheIPheaderuntouched encrypted

Transportmodeisapplicabletoeithergatewayorhostimplementationsandprovidesprotectionforupperlayerprotocols Data

RequiresoriginalIPpackettobemutableoverthetransportnetworkoranothertunnelingmechanismmustalreadybeinplacesuchasGRE L er

IgprotocolSecurityAssociations

Packettaxtoad Heiditied

originalIPASecurityAssociationSAisasimpledescriptionofcurrenttrafficprotectionparametersthatcanbeappliedtospecificusertrafficflows headerwith
srcanddestIPsNotethemajorfunctionofIKEistoestablishandmaintainsecurityassociations

AltESPprovidesecurityservicestoanSA
ItAHorESPprotectionisappliedtoatrafficstream2Sasarecreatedtoprovideprotectiontothetrafficstream



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Tosecuretypicalbidirectionalcommunicationbetween2hostsorsecuritygateways2IpsecSasConeineachdirectionarerequired

InternetKeyExchange
DefinedbyBFc2408IKEautomaticallyestablishesasharedsecuritypolicyandauthenticatedkeysforservicesthatrequirethemIPsec
IKEcreatesanauthenticatedsecureconnectionbetween2entitiesandnegotiatestheirsecurityassociationsonbehalfoftheIPsecstack
The2entitiesmustauthenticatethemselvestoeachotherandestablishsharedsessionkeysthatIPsecencapsulationsandalgorithmswillusetotransformcleartextusertrafficintociphertext
IKESAisbidirectionalwhereIPsecSAisunidirectional
InatypicalIPsecconfigurationIKEisusedtoprovide

wir
wir

manablemanualconfiguration Miamint
SAcharacteristicsnegotiation

EEiE 3Automatickeygeneration secretkeys iEEEEeasan
F
ffffidjji iiijExchangeAutomatickeyrefresh441444

Thereare2standardizedversionsoftheIKEprotocolIKEolandIker
jpg
eniggyngyggy

ggggyyyiyg.my
IKEA

Thesephasesrepresentthe2sasthataregoingtobebuiltduringIKE Mmt8MmaHaoleinformationisshared
2tunnelstperphase io.oox ia.z.eso.ru

gymis 25.2.20gÉ aassortmoron
IKEPhase1 Haole

ThegoalofPhase1istoestablishanasymmetricbidirectionalcommunicationchanneltunneltosharefurthersymmetrickeyingmaterialforIKEPhase2
ThissharedchannelisusedtoestablishsharedkeyingmaterialusingaDiffieHillmankeyexchange maissm.mxDltkeyExchange
phaseIcaneitheroperateinmainoraggressivemodes iii xx yexchange iioooom

io.oox ia.z.eso.ruMainnode
moreflexiblenegotiationoftheIKEprotectionpolicy noon massart

PublickeyExchangeAlwaysprotectspeeridentity
DoesnotsupportdynamicallyaddressedpeerswhenperformingPSKauthentication ADisperformedinmussmay

Aggressivemode noox goys
ise

tunnelisest
a.z.s.o.rs

LessflexiblenegotiationoftheIkeprotectionpolicy ii E zf sonoon massart
Doesnotprotectpeeridentities
SupportsdynamicallyaddressedpeerswhenperformingPskauthenticationusingnamesnotIPstoassociateparticularpeers

toestablishanIKEPhaseItunneltherearesbasicthingsthatmustbeagreeduponHae i.e attainMessyExte iiii io.oox ia.z.eso.rui iii.fi mAAuthenticationoptionsincludeRsaDigitalcertificatesorPsk
GGroupDiffieHillman Ihehigherthe the

moresecureitis AuthenticationMessageExchange

LiLifetimeDefaulttime symmetrickeyisestablishedhereandbothsidesareencryptedandauthenticated

EEncryptionoptionsincludeDES3DesAESAESGCMetc
io.oox ia.z.eso.ruxx i ti Igoiii.sioccursaftermainmodeandtheIKEPhasettunnelhasbeenestablished

IKEPhase2isalsoreferredtoasQuickmodeorIPsecSA
91ofPhaseZistoestablisha communicationchanneltopassdataplanetrafficeithersymmetric asmm

supportedEncryptionAlgorithmsina.in

InPhase2additionalSasarenegotiatedonbehalfofIPsecservicesthatneedkeymaterialorparameternegotiation
BydefaulttheIPsecsessionkeysarederivedfromtheinitialkeyingmaterialobtainedinthePhase DHkeyexchange too.oox 19.2so.o

optionallytheIPsecsessionkeyscanbederivedfromindependentnewDHkeyingmaterial I Ii.it EifT ia.wson
ThisachievesPerfectForwardSecrecyPtsacrosstheIPsecSA eDltkey8Exchangingkeyingmaterial

theIKEPhase2tunneldoesnotgetestablishedcomeonlineunlessinterestingtrafficispassedoverthetunnel iisoir imgur.in

anoox
xox it EIpm go

aasoon
ariasart

Data Ipseckey
usedtoencryptDecrypttraffic Data


