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~Types o Firewalls:
O of fhe earliest methods of Firewslls is packet H’rer.’qj (AcLs)
=Nk efeiciet for 4he amount ond Hyes of nefwark’ frubfic fodey Cha granvha; not Scalle)
~Tnternal /Tnside Zone: Laterral /Tnside “Hrustednehworked deviees, devices Fhe compafly oVS/Manages
~External /0ctside Zone: Exdernal /Outside “goblic” nehworked devies, devices the compaty does not own/marage Cinkernet)
Trafbic can be wenged bused on Hhese zones and s by Licewalls Cex, Frufhe L}' defudlt i or:'gimﬂ $rom external zone cming o He internal zone, will be denied)
~Statefi| Firovall: A ‘\'\,re of Linvall Hhet will comember the shde of the secsion; Fillers on L3 and [ information
~Vhen o pucket frm the iside 2one g Hhe Firewall Yo He irermel the firevall wil weor) and remember aspecks of Hhe sent packet regest
~Tf a teply puoket comes in ond it doesit perfectly mabch the reqestod informotion, the packet wil be dropped
N regly PaokmL cones in ond maches, i will be J',m?cully let back in L’ e Ficewlls stelet] doble
“Need $o be able o contral the intHal Flows of Hratfic (haffic sourced from e inside 20n2)
Loks of flse PoSiHes wd dropped fmk«k compared o sloleless
“Mﬁ-@enmkon/Arrlfazﬁon Avare Firewoll: Can & evevyﬂﬁng o Slobehl Firewall con, bt con ko fibr bused on ln'ghw layers like the uwkmrl‘bn luyer
—facket ﬁ”zrirg bosed on pv||'c7, coll allow Gbo\,'s bt nct émyle Drive
~Con allow aprlimﬁon X bt not Y oven -”\ey shoe the same TP or ‘ooﬁl-

‘In‘kvsim DA’C&M\ S\,S‘tms and Irrl-rus:‘nn B\:Ven'l'ion Sy?\'ﬂns!
Buth IS and TIPS mest be roined” ing average nehwork flovs or must g 'l'l\mg\n a ‘:erio‘\ of “leorm‘ry”
~Tl|e t\C“Wof k ‘l'm'H;n‘r, muS“' l)e |w“eo\ 'From Jvril\g normu\ o‘uemhw| |'kwa '}o 'ér‘m a w‘lvlur‘k lwscl-‘ne
-Tkre\gh hic, e sﬁtm (N recognize irrejvlur nehvork ond take action asa:nﬂ- #
“IDS: A way fo defect and alert when on aHuck i sccurring o Hhe nehwork
“Hos 2 poru\ar ?mrlimrl‘n“om:
-Viu Fir‘avla“ C'r(: SVF‘WH): me'n 'Hle {iNWG“ 'l'o f’“\f aﬂzn'hon "‘o nel'work ‘{'m#ic aul se"- off oleAS vlheﬂ owmrrid{z
Vi ek Mirror: Copy all netwarked rubfic off o switch Cor off oll yebwork) do an IDS Gl IP)
~Can analyze oll droffic being roted theh the comecte) device and sels of olarts when opproprishe
-IFS: A way To defect when on aback i accurring on the nebwork and Prever* i
—Comnon\y imflemen-u on ficewalls before Infftc reaches the inside zone
~Most be inlite with the drafbic 7 is analyaing
~Types of Treffic Todentfication:
“Tre Psihe
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“"Ealse Nuﬁn‘\‘i\le
~Virkal frivde Nebworks CUPHS): VPNs dolked abort obove with CCNA, refrence 9 8
~Remote Access \IPN darminaes o o firewl
St fuaneling
—Site~Yo-stte VPN uses VRN domels using Thsec
Deb Loss Petention: Motholdsgy for how 4o present company /eofporete infoemation from loving he compny uninentionaly
*IJerf\:rFy whax‘ Ja‘Lo o Seaire ‘“\rougk end User '|'ra'mir5; end users skwu Know ond UnJam)-mJ ‘an +7F of datn Hﬂ\, meJ '*o secure
~Firevall shodl bs able to decrph TLS/ASL sessions mmenturtly o look of the 3,14, and L7 deda do ge whet s going oot ond whether i choul) ke stPfeJ
~Rlicies and exclusions szmu“ be pot i ploce r‘egufJ:'IB whet fyos of afhic do do or not do Jecryr’n‘on on (do et Jecryr’r PLI/pwsswords)
‘Et\aul'fg H)is Jec{‘ f'h'on eml)lo,s mrrlica"‘l‘m loa}er l'nslaed‘ion vlhere r,' con See 'H\e unencryf‘u Jw‘u a\nJ (:url ‘H\B ‘Qu\/'osz o’F ‘H\e rmckel' J-o See rF c"’“ sLo(/u be Jforre:)
~Unified Theeat /Vlomgerren : A central sacvr‘ﬂy arrlionce Hhat con ref‘Form mquple Secuﬁ"l‘y furtions as o Single. device
-Sarlmlt dovices work 4!», it Jsrlh’t on the LMJM’J“% of e ne-‘work, o UTM sheldnt ‘l’lbm‘l"-la i
~Mote o monp, bt seperaion of difies s present, igher cost with moltiple devices
~Features of UTMe:
~Anki-malvare /Views prstection
—A,.h-sfum
~Contert 'Fi|'|'er‘in3 CURL -FiHeﬂrg)
-DLP
~Ghatefol ‘Fi“aﬁ'ﬂg
-TDS/TPS
*VPN Svrr«f'l'



-Dsﬂh\\i, Acc&s, 'z Cm{'g\lrd"hn Manojemen*‘-

~Adbertication, Authortzahon, Accountin, reference peoe 6
~Adbentication Bt (User<ID on Bdo Alle)

~Zero-Trust: Do ook 4ot sers umccjﬁrg do wnwe corviees, athertide each dine (o centrl alin accourt)

"BMM\’ nmwgcmﬂ\‘ with AD
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~Lesst gk Clo oot hove, grivelee cresp)

~Confdion Menagenent: Tocluds corfgonton boseoes Yo el monogy. scse creep of confgued netwark deices (o) aanfis ot Leng. cemoved)
—Con hore various boselines for differut 4\’?‘5 of devices s)me) in a cotral dafabose
~Chonges o Hhuse buclines most go Shrough Hhe chore. contel preces

Cy\ufaHack Li'Fecycle‘.
*S-\er)s of the L\/LEf’aHock lrcecxf‘e inchide:
O - Recomaissance: Two +tﬂaas active and [nssivc
~Weafoniz¢'|'ion2ne way i which an aHacker wil prepare o attck o +age+ Csocial engineeting)
—Exrlor‘{'a’rion:TrimMng the aHack
Tustallation: Malicious code is installed on +he forget spstem
‘Commuﬂll & Conkbl:nc g‘ge Wl“" +L€ d‘l"l’dcker LDS '(v” access 'l'u +l‘! {Wy& S)'S'l'ﬁm
~Shdeful Giltering allows Hhis o fake Ploce becavse Hhe origin of the comnection is From Fhe local nebwork giny ot
~Encryphin, groxies, port hoppitg and unveling con all be vse) h’ the oHocker fo ede deteckion
-A sext gneroton Gronall can he provent Hhese tmore Yhon o shlehl fironall v apliaton oyer ingechin ond dectyphin
© ~Adkons on the Objeckive: The aHocker gaits occess o e system and o oty ovt Hheir lons
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~Advance Pers-'s{!n" Threats: Cfl)er aHooks M femain on s)skms £or ex%mk) durtions wi-H\er Le‘mg discovered
—/uvnnoa)i Refers ) Ski“s, o dn«j fesources req,\liﬂea 1o IN“ soﬂdﬁr\s fike 'Hns off
Resistet: Time, shocks to infiftrote o syskm wil lkely be slov to evale oty intrvein detechion ond Yo remoin in Hhe Q\,s’\un as )‘"3 oS Posiue
~Threat: Deblente o) focused, The gool of He otheker on He '|nr3e+ sleem
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~Tswes of UM inchde:
—T\We | Ly"em'xsor‘: Also kmwn as o Lm-me“nl hyfervmor -Un:s VM runs of) Jim’l‘ 2SS 'l'o ‘pre }pﬁ)«m resounces
‘Twe 2 Hyew'\w? M opplostions inchlle) on the host ormJitg sp“em (Mviore. Player/ VichuolBox)

~Cortoiers: Awlim‘hon--roaﬁezj VM with just enoxgh tesources o con the r%ﬁm) oﬂ)l‘w%bn (ex. Docker)
-More fficent i you need do ron ogfs only ke in RS or SaaS Caown o Conlaiter o a Servie, CadS)



VPAs
Site-to-site \IPA:
IPsec: Dot inﬁn‘ﬁ ond Pr‘wwf
-TKE o IKEv2
—~Avhertication metheds for TPec inchie yesweé keyS od/or J\'sﬂnl cortiicotes
- A fumel is mode kelween 2 sites to Igiw“y voute troffic between Yhe o sites
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TPeec:
TPeec. combines the folowing secority proocels:
~Trternet Key Exchonge (TKED prodes o fromeviork fur pokoy negahiion ond Koy motgement 4o TPeec
~Authenticaton Hooder (M) provides encopsultion o outhentication of vser deutic. (Mestly obsolede)
-EmquUMirg Secvf‘ﬂy R;ylootl (ESP) rrwiJes encopsuletion for enc(yfhoﬂ ond outhentioabion of wer Heffic. < olwoys used over or with Al
~TReec fm?e\es sewrr{y serviees of fhe TP |nyer b’ enuLlirb o S\Iskm Hhot:
~Chooses reqyired securily probcals
~Determines the algorithn(s) 4o wse for Hhe Service(s) ‘ Adherr) N

~Pos in place ony cryphogroghic Keys thet one requived to provide the reqyested services Byl |
“IPsec con prefect o or more gaths betweon poirs of hosts or securtly gatewoys LA =il S S
TR opendes in 1 of 2 modes fmnel mads o ronsport mede S B T O

il T7 7

Tumnel Mode: LA E
~Encagsulutes the poylod and TP bouder ond adls a rew TP hedler Ige profal
—ThcnSefh\s{'kPwK& fo fhe other side of the VPN tymnel Tt
~Rovting across e informeliacy Cinernet) is dore: bosed on o sew TP hooder dest TR

~Using Yomel mode leads o oddibonal Pﬂcbl’ exponsion of ogprox. 20 Ly’\vﬁ due fo Fhe new IP hooder
~Due fo Hhis oddibond] packet overhead; it is recommendad that the maximom ATV of o Frume gong over o, VPN el in el mode is |00 byfes +o ovoid gocket 1tm5me1‘on

Tmmrq' Mode: Adherticefed
—0n|\, MmfﬂIHCS ‘Hre P”fl'”‘l of 3 IP Pucke“' o leotes ‘“ne TP heoder W}WCH ‘ Emw | ‘
~Trassport wale is applcalls fo either gatovoy or host inglemerfutions ond frovidss pretecton for upger-ayor probas Dot =
~Requires original IP pocket 4 be rovoble over the Jronsport nelviork or onother fwmeling mechanism musk oleady be in glace such os GRE | o ITzirI kel Bbed |tk ﬁﬁ;l
TP priees 7

Sccvrﬂy Associations: a
~A Securily Associstion CSA) s o single descriphion of curvent dvoffic protection paromelors et cun be applied 4o specific user truffic Hows m“ }&

~Note: The mojor Function of TKE is o eshablih o mintaln Secw*ﬂy oSSociations o o dest TR

~ AH/ESP vaiJe securily services to an SA
~TF AH or ESP PN)&"“M is appliev) b o rodfic shream, 2 SAs are credel o Pm\li)e Pm‘zcl‘.'on t e Iroffic stream



~To secure J'W;ml bidirechional communication between 2. hosts or Securily su'\mys, 2 TPsec SAs Cone in each direchon) ore equired

Titernet Key Exchange:

—Detined by RFC 2103, TKE qu*bmdica]\y eshodlishes o chared securily Pol.‘oy ond ontherticoted Keys for servioes Bt eagire them (TRec)

TXE credtes on odthentioatel, secure. comechion behween 2 entihiss ond nesghiates their securily associedirs on behalf of Hhe TPsec Shock

~The 2 enthes musk abenticale Hensehes do each other and eshoblish shared sescion Keys Hhat Thiec encapsulations ond afjorithms vl we o Hrongform cleartext user droffs inho ciphertext

~IKE SA is bidirechonol, where TRec SA is unidirections! A A

<Ih o ﬁriml TPsec configuration, TKE is used 4o provide: Toitiakor v
~Scabbily Com | = Neyd
‘Mmgzlale wonkol m\{-ijum-hon l «I} Cryrh SeHings
-SA choruckerishics negohation

~Avtomalic Kay _seretution
-A\Avmd't'c Key rrﬁresL
~There are 2 stadondized versions of the TKE Prb{w;l, IKEW ond IKEv2
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TKEW: b
~Hos 2 disknct phoses, Phose | on! Phase 2 Phase 1. complete: Encrwlul ¥ Adlentiote)
~These phases reprosent He 2 SAs that e going fo be built during TKE MM & WH2: HAGLE informaion is shared
=2 fumel, 1 per flwse os.00/2 @ - HAGi € 12.18.00/2+
90/1 15100 . 25.2.20 30/1@
IKE Ph 1- oz LJ ) ‘ZLJ =T
aSe L. HAGLE
~The gool of Phote L is Ho estoblih an osymmetric. bidirechonal communication chanvel/mel 4 share further symmetric Keying moferial for TKE Phee 2
~This charel chamel is wsed o eshublih shoed Keying moferi! using o Diffie-Hillaan Key exchonge M3 & M DH Key Exchonge
~Phase 1 con eflher operafe in min or aggresive modes (@ Rblic Key Exchomae «a®
~Moin Mole: bees bl 1 il
~Mofe flexible negotidion of the IKE prokckon P°"57 oozt @?‘ Rk! r 30?@ iz ozt
~Awags protects peer identily .
~Does not sport Jymm'tmﬂy oddressed peers when Per‘famivy PSK authenticotion NAT-D is perfomed in MV & MY
~Toles /5\: oa:cssaﬂes by defoult fo excharge Keying informalin I
—égrssiVe : | B 5,110 15220 92.168.0.0/2%
~Less Flexible negohidion of the IKE pro%on Po|ioi . @?ﬁm — 3"2‘@ L
~Does nat pnﬂ'ec’r peer dentihies
-Suﬁmr'l's Jymm'lm“y oddressed peofs when gorforming PSK avthentication using names (nck IFs) to_ associde particolor geers
~ToKes 3 messages lay defovlt o thye Ko/lvg information M5 & WNE: Verifies faer IJchy
~To eshublich an TKE Pose 1 fumel, there are 5 bosic things Hhat wust be ujrrec‘ vpon: (HAGLE) Qr=  Adhentication Mﬁ*g& Exchange 5 «a
~H: Hashing (HMAC); Oghons inchds DS, SHAL, SHAZ, ef. (S - R "
- A: Avthenticotion; Ogions inchds RSA/Diiol Cortificafes or PSKs Holoz \_J i zs.zzo‘zw Bgla e
~6: Group (DifFie=Hilman); The hiher the 4 the more secure # is ¢ Adhentication Messone. Eschonge
~L: Lifetime; Defoutt ine is 1 doy Symncric Key is estobihed hers ond both sides are encryphed ond outhenticaled
-E: Emry,a'}ion,' O,:h‘nns inchde DES, 3DES, AES, AES-GCM, ete.
~Occuts ofber moin mode and Hhe TKE Phose 1 el s been eoblched vzl s P 1
ZIKE Phose 2 s oo referad o a5 Quick Mole or Thec SA chl Eerybe Ayt
~The goul of Phase 2 is 4o eshblch o commuication chamel Jo poss doh glone trudfic. eiler symmetrically or osymmetrically
~In Phose 2 oddthional SAs' ore egolited on beholf of TRec Services fhat ieed Koy maferiol of pacometer negohikion B
-By dckolt He TRec session Keys are derived from the inikial Keying moterial obtained in fhe Phase 1 DH Key exchge oo @30/' " . 30/3@ HLa00s
~Ophinelly e TRev session Kegs con b deried o idendent pw DH Keyig il wea] Q! (T - ) L
~This achieves Rrfect Frword Secﬂn) (PFS) across the IRec SA (DH Koy ¥ Exchonsing feyim Moferial
~The TKE Phose 2 Yumel doos not gek estublished 2ome onlne nless inforesting +roffic s possad over the tumnel ? de Th Edidd ?
Trkrechg affic 5 neke) bl on s Contol Liss (ACLY oyl o cryge mags s Loty Eonlie
00102t Q K y @ 92.48.1.0/2
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